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1. Problem Statement

Problem Statement (1 of2)

We had several high-level data classification requirements that required
input from departments before implementing.

The FI$Cal Security/ISO Team worked with departments to collect
information related to data classification.

The details referenced in this presentation speak to data classification
and specifically department-requested masking capabilities.

For data components not flagged as requiring masking, but rather
requiring other protection types (e.g., Business Unit Security, Role-
based Security, and/or Encryption), these will use delivered capabilities
within Oracle and do not require further discussion today.

As per FI$Cal policy, protected health information (PHI) data will not be
stored in FI$Cal




1. Problem Statement

Problem Statement 2 of 2)

Data Protection must occur...
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One state. One system.




2. Solution Overview

Solution Overview (1 of 1)

Restricted vs. Sensitive vs. Public

Restricted Sensitive _______[Public

Definition Information maintained Information maintained Information maintained
by state agencies thatis by state agencies that by state agencies that is
exempt from disclosure. requires special not exempt from

precautions to protect disclosure.

from unauthorized use,
access, disclosure,
modification, loss, or

deletion.
Examples -+ Vehicle ID Number » Asset Serial ID » Transaction IDs (auto-
(VIN) * Customer Name numbered)
» Social Security » Shipping Location * Amount values
Number (SSN) (across modules)

« Tax ID Number (TIN)

FISCal\

One state. One system.




3. Solution Details

Impacts to Online Transaction (1 of 12)

Options for Data Fields Requested to be Masked

Option* | Description | Details

Option #1 Mask at Field
Level

Option #2 Confidential
Data tab

Option #3 Confidential
Attachment
tab

Option #4 Role Based
Security

Option #5 Business
Process

FISCal\

One state. One system.

Here, we will have to use PeopleCode to mask the field online and
at the record level, which means we will have to mask reports, too.
If a data element shows up on a lot of pages and/or reports,
masking is not a good idea.

Here, we will create a custom tab on the related component (e.g.,
purchase order) for departments to enter confidential data using
user defined fields. This tab will be on a page that is role-based
security protected, and reports or queries will be protected.

Here, we will ask departments to simply attach a document with any
confidential data on it, so the confidential data will never be stored in
any transactional records, will not be available for reports, etc. They
will use aliases in online transactions, where needed.

If this request can be met using role-based security (by limiting
access to users), then this option should be selected.

If selected, the team has determined a business process
workaround to meet the request.




3. Solution Details

Impacts to Online Transaction (2 of 12)

Option #1 - Mask at Field Level

Addigss | Condacis | Lncadioh || Cywiom )

Sl STATE Wening Mams 1 F‘-WIH'IH DOMUTE
Wenador 100 000000007 Vendor Hamo 7 [
Shemvind SHori Hame: pl_",..-m'rrﬂw DRI D001 rm
‘Clemsification Empimyes | £ Ptk b Ceuplie nte F' 0pon For Ovdoring
HCH Class: =] view Dugiicate Vendors ™ VAT Fegistyation
e s oo Feguiar _:J
Aendor Status: Linagoroved |

AR ar peraznly (N

Expand All CoBapss Al

¥ Comporate Ventdor
Conpod ale Selily; ETKTE

it i e Vizincnd A DOo00G0aaT

Y ratisr Lt Vesnchonl 10K |
@, JOSH_UAT Vendor 48

To the confidential
user, they will be able
to select “Display
Unmasked” and see
the value unmasked.

One state. One system.




3. Solution Details

Impacts to Online Transaction (3 of 12)

Option #1 - Mask at Field Level

Favisites Mgﬂuww_dnwduufwwhmwmw

ot Me
IEEEEEETTN sooress | Gontacts | ocston | Cyslam
Sl STATE “Vendor Name 1 P o
Vendor il QHICDI00G3 Wimear Hame & [
Wondor Shi hanw: | SRR DA CROMLL 00 ™ Wihoding
*‘Classification Corperation ;l Cimsie b g Dl  Open Fos Ordering
HCM Clags: & VewDuplcats Vansors ™ WAT Registr stion
Pprsintence: Regular b1 |
Wil S Linapprovid = |
"i!ﬂ"Ei:H Eiaf
Aftactyments [0
Exparnd AR Colapie All
I™ Corporate venuos T wetnrting Wender
o e e Sk FEeE W Lin Woredor B I
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cumerset I oz, | O Cutomer uster; | To the standard user,
g i e T i

they will only see the
value masked.

One state. One system.




3. Solution Details

Impacts to Online Transaction (4 of 12)

Option #1 - Mask at Field Level

Team | Area Fielss

AP Vouchers

AP Vendors

AR Customers, Deposits
BU Budgets

PO, AM PO, Receipts, Assets

PO P-Cards
PO Certifications
Tech Global

FISCal\

One state. One system.

Legal Vendor Name / Payee Name, Reconcile Status / Date
DBA Vendor Name / Payee Vendor Name, Vendor Tax Id
Number, Address, Payment ID

Taxpayer ldentification Number, Debit/Credit Card Number
Entity, Program, Fund, Year, Forecasted Fund Balances
Vehicle Identification Number, Asset Class, SPI Structure
Number Custom Attribute,

Procurement Card Number

Social Security Number

The System shall allow an authorized user to mask and
unmask confidential data at any point in time.




3. Solution Details

Impacts to Online Transaction (s of 12)

Option #2 - Confidential Data tab

SUPTITLETY Baisies Dooumenms knwnion Infgrmaticn Eayrnarm owaher Amitetes [Lnee !n.-rrrrnL
|

Confidential Information

Confidential 1: | Confidential 2: |

Confidential Notes:
| Page will be limited to

the confidential users.

FISCal'§

One state. One system.



3. Solution Details

Impacts to Online Transaction (6 of 12)

Option #2 - Confidential Data tab

Team | Area Fielss

PO Purchase Orders Line Description, Vendor ID, Vendor Name, Vendor Address,
Vendor Contact, Vendor Contact Phone Number, Vendor
Contact Fax Number, Vendor Contact Email Address, Vendor
Certification Number

PO P-Cards Merchant ID

PO Requisitions Requestor

PO Solicitations Confidential data related to Solicitations (cannot be tracked on
the main pages)

PO Contracts Confidential data related to Contracts (cannot be tracked on
the main pages)

PO SB/DVBE Confidential data related to SB/DVBE (cannot be tracked on

the main pages)

FISCal\

One state. One system.




3. Solution Details

Impacts to Online Transaction (7 of 12)

Option #3 - Confidential Attachment tab

SUPTITLETY Baisies Dooumenms knwnion Infgrmaticn Eayrnarmis owaher Amitetes [Lnee MI'HL
i |

Confidential Information

Confidential 1: |

Confidential 2: |

Confidential Notes:

Page will be limited to
the confidential users.

Confidential Attachments

hrsePead Fille

One state. One system.




3. Solution Details

Impacts to Online Transaction (s of 12)

Option #3 - Confidential Attachment tab

Team | Area Fielss

AP Vouchers Confidential 1, Confidential 2, Notes and Attachments
AP Vendors Confidential 1, Confidential 2, Notes and Attachments
PO Purchase Orders Confidential 1, Confidential 2, Notes and Attachments
PO P-Cards Confidential 1, Confidential 2, Notes and Attachments
PO Requisitions Confidential 1, Confidential 2, Notes and Attachments
PO Solicitations Confidential 1, Confidential 2, Notes and Attachments
PO Contracts Confidential 1, Confidential 2, Notes and Attachments
PO SB/DVBE Confidential 1, Confidential 2, Notes and Attachments

FISCal\

One state. One system.




3. Solution Details

Impacts to Online Transaction (9 of 12)

Option #4 - Role Based Security

« |If you have a confidential role (assigned during role mapping) and
access to that module, you will have access to restricted data

* Your department can limit access to any data in the system by limiting
who is granted these security roles as part of role mapping

« For Example:

Employee data, which includes SSNs, is only visible by select
FI$Cal Administrators responsible for the LD processing. This is
managed through the role based security process. No one from
departments is granted access to this role.




3. Solution Details

Impacts to Online Transaction (10 of 12)

Option #5 - Business Process

 There may be some business process workarounds required as part of
the FI$Cal solution.

« For Example:

— When buying a sensitive item (e.g., a gun), you may want to include
an alias in the item description field of the Requisition, and include
the actual good description in the custom Confidential Data tab for
Requisitions.

— When using P-Card, merchant information will remain visible as
they are in the current process. Aspects of the procurement that
are confidential will be entered in the custom Confidential Data /
Confidential Attachment tabs for P-Cards. Per DGS, it is agreed
per business process that the confidential purchase will be done as
it is done today.




3. Solution Details

Impacts to Online Transaction (11 of 12)

Restricted Transactions — Summary (Wave 1)

Team | Transaction Option #1: Option #2: Option #3: Option #5:

Mask at Field | Confidential Confidential Business
Level Data tab Attachment tab Process

AR Customer X

AP Vouchers X X X

VM Vendors X X X

PO Purchase Orders X X X

PO P-Cards X — Online* X X X

PO Requisitions X X X

PO Receipts X

BU Budgets X = Online**

AM Asset Interface X

AM Assets X

*P-Cards have delivered masking of P-Card Number — no modification is required
**Budgets fields are masked using online configuration / security setup — no modification is required

FISCal\

One state. One system.




Impacts to Online Transaction (12 of 12)

3. Solution Details

Restricted Transactions — Summary (Wave 2)

Option #5:

Business
Process

Team | Transaction Option #1: Option #2: Option #3:
Mask at Field | Confidential Confidential
CAVEY Data tab Attachment tab
PO Certification X
PO Solicitations X X
PO Contracts X X
PO SB/DVBE X

*P-Cards have delivered masking of P-Card Number — no modification is required

**Budgets fields are masked using online configuration / security setup — no modification is required

FISCal\

One state. One system.




3. Solution Details

Impacts to Database (1 o 8)

Confidential Data at the Database Level

«  “Masking” in this case will simply be restricting direct sql access to the
tables in question based on DB role.

« If we need to provide read access to other columns in the database
table a new custom view could be created to pull all of the non-
sensitive columns from the table while excluding the sensitive columns.

 Transparent Database Encryption prevents anyone who physically
accesses the servers and hard disks that contain database data or
database backups from gaining access to the data.

EISCaI\

e state. One system.



3. Solution Details

Impacts to Database (2 of 8)

Audit Logging

Audit logging for all sensitive, confidential, and statutorily restricted
data elements.

Retention limit for the logged events (1 month, 3 months, etc.)

Exempt transactions directly and/or indirectly related to the audited
tables from the monthly SLO calculation for online transactions, online
reports and batch as there can be overhead associated with logging




3. Solution Details

Impacts to Database (3 of 8)

Scenario: User with access to run the Query in Database on
Confidential tables

celect * from PS5 _ZZ CNF_INFO_TEL

s

-
P Resutts | [Z] Script Output | ERExplain | Bl Autotrace |[3.DE:MS Output | ) O Cutput
esults:
BUSMESS_UNIT ([§  TRan_D venDoR_sETD |l pEscrono [§ pEscrass |pescrenn
1 3880 00000225 STATE (rully
2 0820 0000000135 STATE (rully
3 0820 00000595 STATE Lol
4 3980 1171705511 8691183917596 When a user has the
Lo foels s confidential role, they
£ 0820 00000703 STATE )
7 8860 0000000015 STATE can see the table with
the restricted data
element.

FISCal\

One state. One system.



3. Solution Details

Impacts to Database (4 of 8)

Scenario: User without access to run the Query in Database on
Confidential tables, but tries to run Query in Database on
Confidential tables

celect * from P35 ZZ CNF_INFO TEL

Error encountered |

An errar was encourtered performing the requested
operation:

ORA-00942; table ar viewy does not exist
00942 00000 - "takle or vieww does not exist"

*Cause:
When a user does not :.fﬂ::;aur: coce 942Error at Line:1 Column:1 4
have the confidential o ]
role, they cannot see
the table with the
restricted data
element.

FISCal\

One state. One system.




3. Solution Details

Impacts to Database (5 of 8)

Scenario: User with access to run the PS Query in FI$Cal on
Confidential tables

Records Cluery Expressions || Prompts Fields Criteria Having Transformations ' View SCL Run

Query Name New Unsaved Query Description

*Search By |Record Name =l beginswith  ZZ_CNF_INFO_TBL

Search Results

Record Personalize | Find | Viewall |G | B First B 1 or1 I Last
e iR S
ZZ_CMNF_INFO_TBL - Confidential Information Pages Add Record Show Fields
Favori
FJ | Save | Save As Mew Query Preferences  Properties Publish as Feed Mew Union
7 Records . Query | Expressions Prompts || Fields [ Criteria [ Having | Transformations View SQL -
When a user has the
Wiew All | Rerun Query | Download to Excel | Download to XML confidential rOIe, they
Unit Tran Id Vndr SetlD Long Descr Long -
1 3980 00000225 sTATE can see the table with
2 0820 0000000135 STATE .
3 020 00000698 the restricted data
4 3980 11717055118681183917896
5 0820 00000701 STATE element.
6 0820 00000703 STATE
[d 8860 0000000015 STATE
] 0000000211 STATE
g 3980 0000000587 STATE
10 3930 00000226 STATE

FISCal\

One state. One system.




Impacts to Database (6 of 8)

3. Solution Details

Scenario: User without access to run the PS Query in FI$Cal on

Confidential tables

Favontes = | Main Menu~ > Reporting Tools = » Query = > Query Manager

FIsCal
| Records _. Dﬁergf' I Expressions I Prompts Fields || Criteria || Having Transformations .
Query Name MNew Unsaved Query Description
*Search By [Record Name =] beginswith  [EZ_CNF_INFO_TBL
Search  |agvanced Search

Search Results

When a user does not

No matching values were found ]

Preferences  Properies  Publish as Feed Mew Union

View =SQL ||

éUH

have the confidential
role, they cannot see
the table with the
restricted data
element.

FISCal\

One state. One system.
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Impacts to Database (7 of 8)

3. Solution Details

Data Available in the Audit Log*

ALDIT_OPRID B auom_sTame B awomsc |l recvene |8 Feconame|§ olovale B rewwaLLE B e ] ev2 |
1 Z_DEPT_PO_REGUESTER_CONF 03-JUN-14 09.23 51000000000 PM R IZ_CNF_NFO_TEL DESCR200  AUDIT TEST 4 0820 NEXT
2 7_DEPT_PO_REGUESTER_CONF 03-JUN-14 09.23 51000000000 PM 4 IZ_CNF_INFO_TEL DESCR2000 AUIDIT TEST Confidentisl notes 0820
3 I_DEPT_PO_REGUESTER_CONF 03-JUN-14 09.24 23 766021000 PM 4 ZZ_CNF_NFO_TEL DESCR200 ALIDIT TEST 1 0820 00OODDOD3B
4 I_DEPT_PO_REGUESTER_CONF 03-JUN-14 09.24 23776334000 PM 4 IZ_CNF_NFO_TBL DESCR254 ALIDIT TEST 1 0820 000ODDDD3B
5 I_DEPT_PO_REGUESTER_CONF 03-JUN-14 09.25 22000000000 PM R IZ_CNF_NFO_TEL DESCR2000  AUDIT TEST Confidertial notes 0820 00OODDOD3B
B Z_DEPT_PO_REGUESTER_CONF 03-JUN-14 09.25 22000000000 PM R IZ_CNF_NFO_TEL DESCR254  AUDIT TEST 1 0820 000ODDDD3B
7 I_DEPT_PO_REGUESTER_CONF 03-JUN-14 09.25 22000000000 PM R IZ_CNF_NFO_TEL DESCR200  AUDIT TEST 1 0820 00OODDOD3B
8 Z_DEPT_PO_REGUESTER_CONF 03-JUN-14 09.27 24 000000000 PM R IZ_CNF_NFO_TEL DESCR200  AUDIT TEST 1 0820 000ODDDD3B
9 7_DEPT_PO_REGUESTER_CONF 03-JUN-14 09.27 24 000000000 PM R IZ_CNF_NFO_TEL DESCR254  AUDIT TEST 4 0820 00OODDOD3B
10 Z_DEPT_PO_REGUESTER_CONF 03-JUN-14 03 27 24.000000000 PM R IZ_CNF_NFO_TEL DESCR2000  AUDIT TEST Conficential notes 0820 000ODDDD3B
11 I_DEPT_PO_REGUESTER_CONF 03-JUN-14 03,27 26.760440000 PM ¢ IZ_CNF_NFO_TEL DESCR200  AUDIT TEST 4 ALIDIT TEST 1-1 0820 00OODDOD3B
12 I_DEPT_PO_REGUESTER_CONF 03-JUN-14 03,38 05000000000 PM R IZ_CNF_NFO_TEL DESCR254  AUDIT TEST 1 0820 000ODDDD3B
13 I_DEPT_PO_REGUESTER_CONF 03-JUN-14 09,38 08000000000 PM R IZ_CNF_NFO_TEL DESCR200  AUDIT TEST 1-1 0820 00OODDOD3B
14 I_DEPT_PO_REQUESTER_CONF 03-JUN-14 03,38 05000000000 PM R IZ_CNF_NFO_TEL DESCR2000  AUDIT TEST Conficential notes 0820 000ODDDD3B
15 I_DEPT_PO_REGUESTER_CONF 03-JUN-14 03 40.52.000000000 PM R IZ_CNF_NFO_TEL DESCR254  AUDIT TEST 4 0820 00OODDOD3B
16 Z_DEPT_PO_REGUESTER_CONF 03-JUN-14 D3 40.52.000000000 PM R IZ_CNF_NFO_TEL DESCR200  AUDIT TEST 1-1 0820 000ODDDD3B
17 I_DEPT_PO_REGUESTER_CONF 03-JUN-14 03 40.52.000000000 PM R Z7_CNF_NFO_TEL DESCR2000  AUDIT TEST Coplidaatiaback 0220 0000a0nD3G
18 I_DEPT_PO_REQUESTER_CONF 03-JUN-14 D3 41 37.991955000 PM ¢ rowrwro_teL oesczsd Ao TesT1 | lncludes transactions foooss

*This information is pulled from the PSAUDIT record. We
created a report (RPTPO121 Confidential Audit Log Report) to
pull information from this record into a report for DOJ.

SCal\

One state. One system.

against restricted data
in the system (Read,
Add, Change, etc.).




3. Solution Details

Impacts to Database (8 of 8)
Confidential Audit Log Report (RPTPO121)

o u L o v - | . | o I L . L o Lo e omyg 4 o . w
1 |ReportID: RPTPO184 | Confidential Audit Log Report Page 1 of1
2 |Business Unit: 0820 Fi$Cal Run Date: 12/11/2017
2 |Date Range: 01/01/1901-12(11/2017 Run Time: 11:41:58 AM
4
kil
5]
7]
8
9 |AUDIT_OPRID (User ID) [User Name User Email AUDIT_STAMP AUDIT_ACTN AUDIT_RECNAME FieldName (Unmasked KEY1(BU) KEY2Z (Transaction KEY |KEY |KEY |Supplier Name Supplier_Id
1] [Read, Add, Change or Humber) 3 |a |5
10000793 Michael Riley Peoplesoft@fiscal ca.gov 2017-T-17 TO9.56:00 412450~ | Add WCHR_VMNDR_INF |Marne 1 Y 0220 Woucher 10:00000007 BAY AREA ARBORIST 0000000015
il 0800 [m] COOPERATIVE INC
10000793 Michael Riley Peoplesoft@fiscal ca.gov 2017-TH-7TI0:14:07.682825- | Add WCHR_WMDR_INF |Marne 1 ¥ 0220 Woucher 10:00000002 FLATLANDS OIL & MILL 000000007
2 U] a
100007393 ichael Riley Peoplesoft@fiscal ca.gov 2007-T-17TI0:39:39.763377- | Add WCHR_VMDR_INF |Marne 1 ¥ 0820 Woucher 10:00000003 PAT DAVIS DESIGH 0000000013
13 U] [m] GROUP INC
100007393 Michael Riley Peoplesoft@fiscal ca.gov 2007-T-17TI0:4T:.06.770037- | Add WCHRA_WMDR_INF |Marne 1 K 0820 Woucher 10:00000004 LalRA J GARDHOUSE 0000000134
4 0e00 a
10000786 Susanna Dzyubak  |PeoplesoftEfiscal ca.gov 2017-T-17TI0:41:55.759213- | Add WCHA_VMDR_INF |Marne 1 ¥ 0820 Voucher 10:0000000% TESTIMNG GEMTLEMAN ERMPEEE5555
15 0e00 a
10000786 Susanna Dzyubak  |PeoplesoftE@fiscal ca.gov 2017-T-17T10:42: 31906780 | Add WCHA_VMDR_INF |Marne 1 he 0820 Voucher 10:00000006 TESTIMG ShE EMPEEEGEEE
16 oen0 a
0000786 Susanna Dzyubak  |Peoplesoft@fiscal ca.gov 2017-1-17T10:43:05 195853 |Add WCHA_WYNDR_INF |Marne 1 K 0820 “oucher 10:00000007 TESTING FOLK ERP!
7 0B00 a
0000786 Susanna Dzyubak  |Peoplesoft@fiscal ca.gov 2017-1-17T10:43:46 571841 | Add WCHA_WYNDR_INF |Marne 1 K 0820 “oucher 1000000008 YERIDIOM SECURITY INC | 0000009551
18 0B00 a
0000786 Susanna Dzyubak  |Peoplesoft@fiscal ca.gov 2017-T1-17T10:44:27 069431- | Add WCHA_VYNDR_INF |Marne 1 Y 0820 Woucher 10:00000003 POPO LULUPO ERP3838389
12 0B00 a
0000786 Susanna Dzyubak  |Peoplesoft@fiscal ca.gov 2017-T-17T10:45:52 710844- | Add WCHA_VNDR_INF |Marne 1 Y 0820 Woucher 10:00000003 POPO LULUPO ERP3838389
20 0800 o
0000726 Susanna Dzyubak  |Peoplesoft@fiscal ca.gov 2017-T-17T10:46:03 832033- | Add WCHR_VNDR_INF |Marne 1 Y 0820 Woucher 10:00000008 VERIDIOM SECURITY INC | 0000005551
21 0800 a
0000726 Susanna Dzyubak  |Peoplesoft@fiscal ca.gov 2017-TH17TI0:46:14.387847- | Add WCHR_VMNDR_INF |Marne 1 Y 0820 Woucher 10:00000007 TESTING FOLK EMF
22 0800 a
0000726 Susanna Dzyubak  |Peoplesoft@fiscal ca.gov 2017-T-17T10:46:26 778581 |Add WCHR_VMDR_INF |Marne 1 Y 0820 Woucher 10:00000006 TESTING ShE EMPEBEEREE
22 0z00 a

SCal\

One state. One system.




3. Solution Details

Impacts to Reporting (1 of 5)

Confidential Data vs. Report Type

Sensitive Data Elements Restricted Data Elements
Type

Custom Users can only access this data (1) if itis  Module Teams have reviewed all the report, and will
Report in their Business Unit and (2) if they have do one of the following:
the proper Role-Based Security. 1. Mask data or remove from report, or
2. Clone the report, and restrict Statutorily Restricted
Will add a header and footer on all non- Data Elements in the cloned report
PS Query Reports that include sensitive
data. Will add a header and footer on all non-PS Query
Reports that include statutorily restricted data
elements.
Delivered  Users can only access this data (1) if itis  Team is evaluating each report, and will do one of the
Report in their Business Unit and (2) if they have following:
the proper Role-Based Security. 1. Remove report, or

2. Mask data or remove from report, or
Will add a header and footer on all non- 3. Clone the report, and restrict Statutorily Restricted
PS Query Reports that include sensitive Data Elements in the cloned report
data.
Will add a header and footer on all non-PS Query
Reports that include statutorily restricted data
elements.

FISCal\

One state. One system.




3. Solution Details

Impacts to Reporting (2 of 5)

Confidential Data vs. Report Type — cont’d

Sensitive Data Elements Restricted Data Elements
Type

PS/Query  No impacts Take the record out of the public query tree - only
assign confidential query tree to specific users
(department and central). You will need a separate
role for each “piece” of information.

FISCal\

One state. One system.




Impacts to Reporting (3 of 5)

3. Solution Details

Scenario: Header/Footer on ALL Reports with Sensitive Data

PageNo. 1
pate 6372014

Confidential Header

me  20:35:15 PM

Requisition Mame:

Req 2 for Ronny

[i»t:negs to this report s restricted purseant to Govemment Code 12572 et seq.

F

One state. One system.

Language:
Access to this report is restricted
pursuant to Government Code

" Report 1D: POX4010 PaoplaSoft Purchazing
CRACLE UsarID: Z DEFT_CONF_PO_ REQUISITION
Run Controk: REPORTER
Report
Agcess to this report is restricted pursuant to Government Code 12572 et seq.
N
Req Datee Incluced :  01/01/1201  Thru: 0&/T32014
Business Unit: 3080
Raquiaition
o LinfSchiDst  Date ltem 1D Dascription Quaniity UOM POID Contract 1D
0000000014 1 1 1 111112013 Monthly 1.00 EA 000DDOOZ57
Janitorial
Cheaning
Supplies
Requisition Mame:  Clzaning and Paint Supplies
2 1 1 11112013 Faint for trim 3.00 CAN 000DDOO340
Requisition Mame:  Clzaning and Paint Supplies
DDODO00O1S T 1 1 1thHa2013 Printer 1200 EA 000DOODiES
Requisition Mame: HB Req Config Validn Test 1 Attention To :
2 1 1 11x2013 Faper i4.00 EA 000DDODiE3
Requisition Mame: HB Req Config Validin Test 1 Atention To :
DDOD0D0OZZ i1 1 11132013 Frinter 1200 EA 000DOODONT
Requisition Nam=: 0000000022 Attention To :
2 1 1 11132013 paper 14.00 EA  0DOODDOOO1T
Requisition Mame: 0002000022 Attention To:
3 1 1 11132013 0000000 - Tires 1000 EA 000DDODO13
0000000
o023
Requisition Mame:  D00O0O000Z2 Attention To :
0000000035 1 1 1 11182013 Humidifizr 453.00 E& OO0ODOOD0DS53
Requisition Mame: R=ql for Ronny Attention To :
DDOOCD0O26 T 1 1 1tha2013 Muiti Purpose 33.00 BOX 0000000053
Cleaner
Requisition Mame: Req 2 for Ronny Attention To :
2 1 1 11182013 Maps and 2.00 BOX 0000D00053
Buckets

u

12572 et seq.

Department PO Reguester
1ifHe2es 2 1 1
Department PO Reguester
iie2os 1 1 1
Department PO Reguester
111182013 2 1 1
Department PO Reguester
111132093 1 1 1

Diepartment PO Requester
maoEma 12 1 1

Department PO Requester
nagEm3s e 1 1

Department PO Regquester
n202Nn3 0 1 1

o —r -

1400 USD 0.00
1260 UsD 30000
1400 USD oge
1000 usD 555.00
300 UsSD 50.00
200 UsD 4909
200 USD 4009

)

Confidential Footer




Impacts to Reporting (4 of 5)

3. Solution Details

Scenario: With Access; Restricted Data Element Visible when
Confidential Reporter Runs the Report

Eeport ID: APX10Z0 PeopleSofi Accounts Payahle Page Mo
ORACLE' POSTED VOUCHER LISTING Run Date
Ban Tmme
Access to this report is restricted pursuant to Government Code 12572 et seq.

1
63,2014
B35 M PM

Business Lnit: 0820

For the period: 17171901 throush 632014

- When a user has the
confidential role, they

Voocher ID: 00003001 Invoice Date: 2 Mov 2013 Document Type: AP can see the restricted
Accounting Application Dist Vehr -{ data element. Debit Credit  Currency Unpost
Ledger Date Jourzal Journal I Type Lins Amount Amount  Code Seq#
Opemating Unit Fund Code Dept Class Budget Flaf Program Product Project Affiliate Affilinte Inma 1
MODACC  Wow22013 ACCRUAL APNORTLL APA 1 1 OB 0 000000 ] 10000 USD L
EL
MODACT APNORTLL D5T 1 1 DB 0 F100000 105,00 UsD o
EL
Qoo
MODACT ADIMTII Fsa 1 1 080 BO0Z000 L] 10000 UsD b
RL
MODACT APNOBITI1 1 1 B0 E002000 L] 10000 USD 1)
RL
oot
Voocher 00000001 Total: TSD 20000 20000

|:

Sca I _*]

One state. One system.




3. Solution Details

Impacts to Reporting (5 of 5)

Scenario: Without Access; Restricted Data Element NOT Visible
when Non-Confidential Reporter Runs the Report

Eeper: ID- APX1020 PeopleSoft Accounts Payable Pagz No :
ORACLE’ POSTED VOUCHER LISTING Run Date 6/3/2014
Fan Time 041 PM
Access to this report is restnicted pursuant fo Government Code 12572 ef seq.

Business Unit: 0820
For the period: 47272014 through 4272014

When a user does not
have the confidential

Voucher ID- 00000717 Tnveice Dafe: 1 Apr 014 Document Type: AP role, they cannot see Document Sequence:
R U the restricted data . - ,

Zer Date Jourpal 0 Type Ling iat: i Amount  Code Seq @

element. I

Openating Uit Fund Code Dept Class Budget Ref Prozram Product Project Affiliate Affiliate Inga |
MODACC  Apr22014 ACCRUAL ara 1 1 0820 2000000 10000 USD 0
KL
MODACC DST 1 1 0820 1000000 1000000000 2,000.00 UsD 0
KL

Voucher 00000717 Total: USD 2,000.00 1,000.00

End of C0O000000! Fepont

FISCal\

One state. One system.




4. Questions

Questions?




5. Appendix

Appendix




5. Appendix

Appendix A: Confidential Scenarios

The following scenarios are provided for your reference:

Scenario 1: Create transactions using confidential vendor and item for
the purchase of goods

Scenario 2: Create transactions using confidential vendor and item for
services

Scenario 3: Create Confidential Vendor Single Pay Voucher

Scenario 4: Create transactions using a Regular Vendor and
Confidential Item




5. Appendix

Scenario #1 for Goods

Scenario 1: Create transactions using confidential vendor and item for the purchase of goods

Create Vendor * Create Vendor Alias

Create Requisition » Generic Requester

» Generic line description

» Enter confidential info in confidential tabs

Approve Requisition * Requester to insert ad hoc confidential approvers
Create PO « Use alias Vendor, generic item description
« Attach info in confidential tab
Approve PO * Buyer to insert ad hoc confidential approvers
Dispatch PO « Buyer prints out confidential tab/attachment contents and attaches to PO
with alias vendor and generic line description
Receive * May designate specific receivers of confidential items/services; Buyer can
use Attention To field to specify who is receiving
Asset Processing  Create Asset. VIN, Serial ID, Custodian and Location fields are masked.
Create Voucher » Create voucher with alias vendor and generic line items
Voucher Processes » Voucher approval need confidential tab access for voucher and PO
Create Payment * Produced with actual name (alternate payment name)

FISCal\

One state. One system.




Scenario #1 — Create Vendor

5. Appendix

Adding Confidential Vendor

g D0 TR0
L PR TE

Supplier 1D

= Sl OJPRNATE-D0T

FTT
“Classifcation[Corporason
HCM Cians |
*Persistence [Fegolar

*Supplier [Aoproved
Stalus

i ¢ I«

M | B

%

FEupplsr Ralatmnmahigs

L] Corporate Swopplisr
Corporats SsiD STATE

Frrories - Man benc - » Supplers-= » Sopplerinforraton » 3 AddUpdais - »  Sopples
Cal™.
Summary Ioembibyeng Information AdCTREST Contaces L OCanon Cysom
Eotily ETATE *Supplies Masme DOJ PFROGATE

Addiironal Mame
B wishhalding
ﬂﬂp-rn For Ordenng

* Sespeplber Aot -;:I:‘:.".l_.'\' b |

Juppdier Audrt

Check Sor Duplicats

Approwai Hisaary
Asfachmmects (0}

e

Vendor is entered with
generic name

L interiinit Supplier

Inteilimat Supglaes 10

Coarporate Suppded I COMNFOD1D0

DO PRIVATE

Create 8 o Cusionuer
P Suppler Rating
¢ Suppisr Logo
T Addisional 10 Murmbors

Cusiomer Setl STATE

HD Ml r

B TIC O hlag Talami

Type

™ a

eSNTER

Customer ID

Fersonalize | Find | View A0 | | B

[ Creste Bill To Custamar

&}

Fest % 1ef7 “* Lam

LR 5 gy P

Supplier Hesrarchy

o
Supplar 2485

Cur Cusitomer Mumber

50 ard SEPA informaton

] Disptay Unmasked

One state. One system.




5. Appendix

Scenario #1 — Create Vendor
Adding Confidential Vendor

Farenrten = Ko Mara = »  Bupgbors = o Sopplor information =+ ASGUDARte = ¢ Sopoher
Cal™,
STty [derafng misrTmaEien Addteas Ceniact (E- = AT

Setill STATE

Supplier D CONFDOT DO Shoat Suppiier Rame DOJPRMATE-OO Suppismr UL PRAVATE
Supile! ASdfass Fungd | Wi Al Fest & 1af1 & Lol
Address ID Y
LB rapRisn
Patadds P | View &b Frrst & 1gf1 & Last
EMectinse Date 0% TO01E ENectien Sialus Azthve

s e e Real vendor names for
Addmas 1300187 payment and withholding are

Address }

s o stored in alternate name
City SaACRAMENTD

P R fields and are masked by
e 0 Cysiolle confidential users

Ermail 1Dy

* PaymentWWithholding Al Names
Payrent Alsrnate name
Mo 1 JOHEN ST

Blask Payimmrnt AN Mamags
Mame £

Withholding Alermate name

Withinolding Mamme 1 JORN ST
bask 'Withholdmg AR Nemes

Withholding NMorma F

FISCal\

One state. One system.



Scenario #1 — Create Requisition

5. Appendix

Requisition Information Page

Favorites ~ | Main Menu -, eProcurement - , Manage Requisitions

Edit Requisition

it
‘ i

Review the details of your requisition, make any necessary changes, and submit it for approval.

1. Define Requisition 2. Add Items and Services E& 3. Review and Submit ‘

Business Unit: 3580 Envl Health Hazard AssessMENT *Currency: usn

Requester: |.':'_DEF'T_F*C=_FEEOL‘-ESTEF'. Department PO Requester Priority |Medium ,I
Requisition Mame: |Spe{:jal Order

=Acquisition Type: |""3"\’|‘[T Goods Q Acquisition Sub -Type: | tes
*Acquisition Method: |Formal Competitive Q Acquisition Sub-Method: | I,

Vendor Name

I P [~ 1 Fleet Vehicle I 1.0000 Each 0.00000 0.00 B0

[~ Select Al /Deselect Al

Total Amount: 000 USD
Pre-Encumbrance Balance: 0.000 usp
L& Add to Favorites. [ Acdto Template(s) Modify Line / Shipping / Accounting [ Delete
T
| i
™ Send to Vendor I™ Show at Receipt I™ Shown at Voucher I Approval Justification More Commenis
|@ Check .E;.uag.lei | | = Pre-Check Eucl-gf!‘l | Budget Checking Status:Valid I Confidential I
L& savessubmi i3l Savesprevewapprovals X CancelChenges Findmoreilems

Rl

'CaI_ \

One state.

ne system




5. Appendix

Scenario #1 — Complete Requisition Confidential Page

Requisition Confidential Page

Confidential Information

Confidential 1: | Confidential 2: |

Confidential Notes:

| Vendor: Ford Motor Company, 2432 Richards Blvd.
Sacramento, CA 95815

Requester: Rene Davis, Admin Division Page WII_I be I_Imlted to
the confidential users.

Line 1: Undercover Vehicle, Ford Taurus XLT, Interior
Upgrade Package (Sedan 12P/Utility 65U), Full Wheel
Covers (Sedan 64L/Utility 64B), Delete Police Interceptor
Exterior Badging (Sedan 19F/Utility 16D)

I Confidential Attachments

Dby e ity AfteiPred Fille

1| Ford Law Enforcement Models Options Ford X1003.pdf Alach  Open B =

One state. One system.



5. Appendix

Scenario #1 — Create a Purchase Order

Purchase Order Information Page

Purchase Order

Business Unit: 3980 PO Status: Dispatched A x
PO ID: 0000000407 Budget Status: Valid im B
Copy From: i vi I Hold From Further Processing
= Header
Doc Tol Status: i
=00 Date: 0211412014 |5 vendor Search Valid
*Vendar: DOJPRIVATE-OD Vendor Details *Acquisition Type: NON-IT Goods| Q. Acquisition Sub -Type: Q
“Vendor i) DOJ Frivate *Acquisition Method: Formal Compe®,  Acquisition Sub-Method: 1Q
*Buyer: Depariment Buyer DGS Billing Code: 3123 |
; r . Not
PO Reference: ! Backorder Status: Create BackOrder
Backordered
Header Details Activity Summary Receipt Status: :
PO Defaults Document Status I Confidential I *Di |R‘g-cenred I
Dispatch Method: Print bl Biepatol
Requisitions Add Comments
PO Activities Add ShipTo Comments Amount Summary
SB/DVBE Confractin
0 Merchandise: 28,000.00 .
FreightTax/Misc.: poo | Caloulate |
Total Amount; 2800000 USD
Encumbrance 2800000 ysp
Balance:
Add ltems From Select Lines To Display
Purchasing Kit Calalog [tem Search Kk _Q i .Q. Retrieve |
Lines Personalize | Find [ View Al | | B First B 1 or1 B Last

Details | Ship To/Due Date || Statuses || Hem information || Atributes | RFQ || Contract || Receiing |

Line ftem Description PO Qty YoM Category Price "'e”:ar:g:;'i Status

1 F& 00000DOO00000000OT Fleet Vehicle ) 10000 EA 31210000 2800000000 | 28,000.00 Approved &) K =l

Scal’

One state. One system.




5. Appendix

Scenario #1 — Complete PO Confidential Page

Purchase Order Confidential Page

Confidential Information

Confidential 1: | Confidential 2: |

Confidential Notes:

| Vendor: Ford Motor Company, 2432 Richards Blvd. c ST
Sacramento, CA 95815 Page will be limited to

the confidential users.

Requester: Rene Davis, Admin Division

Line 1: Undercover Vehicle, Ford Taurus XLT, Interior
Upgrade Package (Sedan 12P/Utility 65U), Full Wheel
Covers (Sedan 64L/Utility 64B), Delete Police Interceptor
Exterior Badging (Sedan 19F/Utility 16D)

I Confidential Attachments

SOarrtian AftacPeed Fille Aftach CHeers

"|  Ford Law Enforcement Models Options Ford X1003.pdf Afiach  Open LIHE

One state. One system.




Scenario #1 — PO Dispatch Package

5. Appendix

Purchase Order Printout + Confidential Page Screenshot

Total PO Amount

Cal

One state. One system.

™

Purchase Order Page: 1of 1
Env'l Health Hazard AssessMENT Dispatched Draft Print
1001 | Street P — T e
urchase Urder a evision
E.0. Box4mo 3980-0000000407 2014-02-14
Selhid] Payment Terms Freight Terms Ship Via
mngcm;g‘t‘ésm Al Net 45 FOB-DESTIN COMMON
Buyer Phone Currency
Department Buyer usp
Vendor: 0000000160 Ship To: 1001 | Street Attention: See Detail Below Bill To: 1001 | Street
DOJ Private P.0. Box 4010 P.0. Box 4010
MS-188 Bill Code: 3423 MS-198
A1 ki oot Sacramento CA Sacramento CA 95814
sacramento CA 95815 05814 United State:
United Stales e s
United States
Purchase Order Confidential Pag@
Certification#: Begin Date: Expiration: DVBE Begin Date: =
Tax Exempt? N Tax Exempt ID:
Line- Item/Description Mig ID Quantity UOM PO Pri
Sch
B Confidential 1: | Confidential 2: |
5 S | Fleet vehicle 1.00 EA 28,000.
Attention
Schedule Total Confidential Notes:
Wemn Total Vendor: Ford Motor Company, 2432 Richards Blvd.
00000000000000000) . pany, ]

Sacramento, CA 95815
Requester: Rene Davis, Admin Division

Line 1: Undercover Vehicle, Ford Taurus LT, Interior
Upgrade Package (Sedan 12P/Utility 65U), Full Wheel
Covers (Sedan 64L/Utility 648), Delete Police Interceptor
Exterior Badging (Sedan 19F/Utility 16D)

Confidential Attachments

ARt Fiba

Ford Law Enforcement Madsls Gpfions Ford X1003.pdf




5. Appendix

Scenario #1 — Create a Receipt

Manage Receipt Page

Maintain Recepts

Receiving

Business Unit: 3980 Receipt Status: Fully Received x

Receipt ID: 0000000069 Add Header Comments Acfivties

Hgader Dgtqiis Document Status

b Header

Sl Pl g | CoseStotAiLmes | PatDelvenRepot | B P Ree Aol

Receipt Lines Parsonalizz | Find | View Al | & [ @ prst g ore M st
Receipt Lines | Nore Detals | Links and Status | ttem /Mig Data | Opfional Input | Source nformation |

; e Receipt s o Accept Close : Device  Stock

Line ltem Description Recv UOM  Receipt Price mystaius Category Short Serial Track  UOM AM Status

1 B nnnnnunnnnnnnunn|7 Fleet Vehicle :1[10[1 BIEA 200000000 10000Receied 3210000 T F [ EAQ Pendng X

I” Interface Receipt " Run Close Short Inlerface Agset inormafion
@ See | & RetumioSearcy | 18 PreousinList | 43 Netinlist (5] Mot | o Refesh | 5 a0t | [EDORaED )

SCal %

One state. One system.




Scenario #1 — Create an Asset Profile

5. Appendix

Receipt, Asset Information (Masked VIN, Serial #)

Maintain Rece_ipts

Asset Management Information for Line 1

Business Unit: 3980 Status:

Receipt ID: 00ooooooaa Item:

Receipt Line: 1 Standard UOM:
L Next Asset 1D |

Distribution Information

[ Overwrite existing numbers

Distribution Line: 1 Capitalize:

Business Unit: I“ 920 CAP Sequence:

Profile ID: [VEHICLE oL Employee ID:

CAP #: [ Distributed Quantity:

Cost Type: I Merchandise Amount:
Apply to Details

Select Action: | Assign Tag lds =l Multiplier:

Enter Starting Number: | | *Start Row:

Received
000000000000000007 Fleet Vehicle
EA

Find |Viewal  First B 1 or1 B Last
||;—u|1 Cap ;I

1.0000

28000.00

1 Information is masked.

1 d

Apply |

ASSE Detans Perconanze | Find | view Al | o | o First B8 1 of 1 I8 [ ast
AssetInformation | More Details
Dist oM Next
Business Status Guantity Tag Number Serial 1D AssetiD Number Profile 1D
Seq Unit AszszsetlD

1 3980 Open

1.0000| | ] [ NIxr_51 || & | VEHICLE_OL
| J 2

FISCal

One state. One system.




5. Appendix

Scenario #1 — Create an Asset Profile

Receipt, Asset Information (Masked VIN, Serial #) — cont’d

Maintain Receipts

Asset Management Information for Line 1

Business Unit: 3020 Status: Received
Receipt ID: 0000000069 ftem: 000000000000000007 Fleet Vehicle
Receipt Line: 1 Standard UOM: EA
| Netassep |
Distribution Information Find |View Al First B 1071 M ast
Distribution Line: 1 Capitalize: [ Non Cap =l

Business Unit: 3080 CAP Sequence: |

Profile ID: [VEHICLE oL Employee ID; |

CAP#: | Distributed Quantity: 1.0000

Cost Type: | Merchandise Amount: 23000.00
Apply to Details

Select Action: | Assian Tag Ids = Multiplier: 1 . .
_ Information is masked.
Enter Starting Number: - - *Start Row: [ 1
[~ Overwrite existing numbers Apply |
Asset Details Personalize | Find | View Al [C2 | & First B 4 011 B Last
Assetinformation | More Details
Dist ) .
Seq VIN Custodian Location Mig ID
1 T 3980000002 a |

~SCal

L
One state. One system.




Scenario #1 — Interface Asset Receipt

5. Appendix

Asset Management Staging Page

Find | View All

12/05/2013 11:04:32AM

First M 1 0722 [¥ Last

=

|Lnaded
10000001 Line: |
FO Cnline Entry Panel
12/05/2013

okokokok sk ok kK kokok ok I

=

1]

Y

Information is masked.

kokokokok sk ok >k k kokok ok

Pre-AlM Financial || Pre-AM Physical |
Pre-Interface ID: Line: 1
Assel Information
Business Unit: 3980 Date/Time:
AssetID: 3980 Load Status:
PO Unit: 3980 Interface ID:
PO/Line: 3980 Sched: 1 System Source:
BU Recv: 0000000407 Trans Date:
Receiver/Ln: 3980 Ship Seq: 1 Profile ID:
AP Unit: 0000000069 PC Bus Unit:
Voucher/Ln: Dist: Activity:
Vendor 1D: oooooooood An Type:
Invoice: Source Type:
Invoice Date: -
Tag: | I Serial 1D:
Descr: Fleet Vehicle UPC Code:
LI
mt{xﬁa": Kok >k ok Kok ok >k ok Kk ok >k I
Empl 1D: :
CAP#: Q. Qa Model:
B save | 2 RefurntoSearch | ] Prelpus ety | +8 NextinList ||=] Notify |
Pre-AM Financial | Pre-AM Physical

One state. One system.




Scenario #1 — Interface Asset Receipt

5. Appendix

Asset Management Staging Pages — cont’d

Informatio

n is masked.

Review-A
Interface 1D: 10000016 Line Num: 1
PlID: MC Defn ID:
Physical A Information Find | ViewAl  First Ml 1011 B ast
¥ Auto Approval Status
Unit: Jgan Load Type: Financial & Physical Add
AssetiD: 000000000003 Load Status: | Loaded ~]
Description: il“'-"T 02 am1.05 System Source: AP Online Entry Page
Short Desc: Fleet Vehicle e ahii | VEHICLE oL
gl Fleet Vehi — :'—‘
Serial ID: R I[:ation: HH KA KKK KK KK
Voucher ID: m AreaID: |
GG 1122334455667 78240 o I
Invoice Date: 01/02/2014 Custodian: FAAHKAA KKK KA KK
PO No.: 0ooooooi1ga Parent iU: |
Receipt No: | 0000000407 L Project: l—
ttem ID: | 0000000069 Quantity: [ 1.00 [ uEe
I Linear Asset Amount: I 28,000.00
Detailed Description: VAT inv: i
lest02.am1.05 EL

SCal

One state. One system.



5. Appendix

Scenario #1 — Add Asset Detail Page available to all

SSseé eneral Information Page jsers.
Asset G | Information Pag
- General Information ; OperafionMaintenance [ Asset Informafion | Asset Acquisifion Detail Location/Commenis/Atiributes Manufacture/LicensefCusiodian Aaset Supplemental Daia
Unit: 3080 Asset ID: 000000000027  Ford Law Enforcement Models Op Tag: In Senice
Asset Information
Description: Fleet Vehicle Short Desc: Ford Law E L]
CAP #: @ seqw: la,
o Tag Number: '
| Asset Class: R Rk I Auction Status:. . Allowed to be Auctioned
Taast T [Feer =T | Information is masked. [ a
Asset Subtype: |OTH VEHICLE | (@] Assat
*Asset Status: [ In sSenice =] ¥ New Asset
Acquisition Date: 021712014 i I Available For Use
Placement Date: 02172014 ' Bl I In Physical Use
: : [ Composite Asset .
Collateral Asset: | ;I Composite Asset ID: | |
*Acquisition Code: | Purchased = Asset Condition: [ =
FERC Code: it I™ Reasonable Accomodation{ADA)
Fnancing Code: :Q
Fair Value: 0.000
Replacement Cost: Appraisal Date:
Index Name: |2 Last update: Eﬂ
Subindex Name: a
Parent/Child: None | Parent ID: a =i

One state. One system.




5. Appendix

Scenario #1 — Add Asset Detail - Location

Location/Comments/Attributes

.generai .u.':!-nnna.ﬁon | Qperaﬁonﬁwai'ﬁienanm :Hgsseiln.iarmaﬁun :'ﬁssefgcqu'isiﬁnn D-eta.iJ. || Lecation/Comments/Attributes ,E)

Unit: 3920 Assetll: 000000000027  Ford Law Enforcement Models Op Tag: In Senvice
< Location Find | Viewall  First B 1 071 B Last
Efective Date: bara0is [ efictive Sequence: L] “| Page will be limited to
Location: 0820000001 |Q AGO-SACRAMENTO . .
P a the confidential users.
Address 1: 1300 | Street NO data is maSked'
City:: Sacramento
County:: Jurisdiction:
State:: CA California Sector:
Country: USA United States Postal: 05814
Geo Code:
Document:
Building:
Aoor #: 1 Longitude:
Room#: Latitude:
Authorization
Status: | - Date: i [
Name: [ |
Police Report Number Personalize | Find | View Al |22 | B Fiest B8 1 o1 [ Last
Bvent Date Police Report Number Bvent Type
a - I 1 ol i

SCal

L
One state. One system.




5. Appendix

Scenario #1 — Add Asset Detail - Comments

Location/Comments/Attributes

= Find | View Al First B 1 or 1 B Last
DateiTime: 02772014 6:25:36EM EHE
Name:
Comment:

Page will be limited to
the confidential users.
No data is masked.

I Physical and Custom Attributes

= Detailed Description

Long Description:

Ford Law Enforcement Models Op El
: Customize Image attachments to

= Image

accept all document types.

FISCal\

One state. One system.




5. Appendix

Scenario #1 — Add Asset Detail - Manufacture/License

Manufacturer/License/Custodian

@ Asset Acquisifion Detail || Location/Comments/Atiributes .. Manufacture/License/Custodian | Asset Supplemental Data

Umit: 3980 AssetlD: 0oo0oD0ODOD2T  Ford Law Enforcement Models Op Tag: In Service
= Manufacturer Information
Serial ID: | |
Manufacturer ID: - a Page will be limited to

the confidential users.

Manufacturer Name:

Model:
Product Version:

Plant:

Q
Production Date:

[E

ntact:
VIN: | AABG12INS12345436 KL

Find |view Al  First 3 1 of1 B L ast
Supporting Doc Type: [icend NO need to mask field | Addiess | [H =]
Agency ID: - on secure page.

Vendaor: |

Reg #: |
Issue Date: ,5_2”,?,*’2_014_

+ License Information

El
Expiration Date: , IED
Renewal Date: E
Reg. Name:

Comment:
| (]

One state. One system.




5. Appendix

Scenario #1 — Add Asset Detail - Custodian

Manufacturer/License/Custodian

= Custodian Information Find | View Al First B 1 of1 B a5t

[ [=]

Effective Date: 02172014 E  Effective Sequence: 0 I™ This Asset is Offsite
Custodian: '

Empl ID: 3
Authorzation

Status: Not Authorized =] Date: E
Mame: .

Chartfields
Appropriation Reference:
Fund:

Year of Enactment:

Program:

Page will be limited to
the confidential users.

Project:

Reporting Structure:

Service Location:

B L L L PLL LS

Agency Use:

One state. One system.




5. Appendix

Scenario #1 — Create Voucher

Voucher Information Page

: Summiary I Related Documents | Invoice Information FPaymenis [ Voucher Aftnbutes I Ermror Summary .
Business Unit: 3930 Invoice No: [INvood
Voucher ID: 00000164 Invoice Date: o211772014 |
Voucher Style: Regular Voucher Accounting Date: 021772014 B T Tax Exempt
Vendor ID: [pooooooiao DOJ Private Session Defaults
ShortName: [posrRIVATE DD1 4321 address fest
- A sacramento, CA 95815 Alchihei (1)
Location: ufs )
ll Comments(0)
Address: !
Approval History
Advanced Vendor Search
e *Pay Terms: B [uET45
Invoice Lines: 28000.00 & I Net 45
T Basis Date Type: User Date
*Currency: uso e
¥ I . B B
Miscellaneous: Az
Mon Merchandise Summa | ; - ]
Freiaht: I =i Ty | Print Invoice |
Imwice Lines Find | View All First [l 1 of1 (] Last
+ ]
Line: 1 ltem: |ooooooooooooOODOD  poM: IE.C\ =
*Distribute by: I':?L!.Rl'ltlt"_-' ;l Unit Price: IEE.E‘UU.DUUDU Quantity: |1.[|E|UEI
Ship To: I;ggg[m@ng; 22 000 .00 ™ Force Price
SpeedChart: I Description:
[~ One Asset .
wom
| Calculate | Purchase Order & Receiver info
Associate Receiver(s)
Sales/Use Tax
__V’__Dig_rih_miqn_!__in_es - Personalize | Find | View All IIE [ﬁ FirstE'] 1 of1 [¥] Last
| GLChart || Exchange Rate | Slafistics || Assels ==
S:E‘l"‘ Line  Merchandise Amt Quantity *GL Unit Reference Fund ENY Account Alt Acct P
= r 1 2800000/  10000]  [3980 |Q (001 | foo2s | 013 |@ [s900000 /@ 5900000000, |1

4| |

FISCal' N

One state. One system.



5. Appendix

Scenario #1 — Complete Voucher Confidential Page

Voucher Attachment Confidential Page

Confidential Information

Confidential 1: |

Confidential 2: |

Confidential Notes:
| Comments provided by the AP Processor if needed.

Page will be limited to
the confidential users.

I Confidential Attachments

Dby e ity

AnrsePriad Fille

*|  Ford Law Enforcement Models Options FORDINVOICE.pdf

FISCal

One state. One system.




5. Appendix

Scenario #1 — Payment Information

Payment Check Example

BILL LOCKYER, TREASURER
STATE OF CALIFORNIA

SACEAMENTO
Issue Date 2172014 Pay Amounrt F=EER32.500.007==
Pay FAETHIRTY-TWO THOUSAND FIVE HUNDRED AND 350100 DOLLAR, ¥#+5%
To The Ford Motor Company
ke OF 4321 address test
sacramento CA 95815

Void One Year from Issue Date

FISCal\

One state. One system.




5. Appendix

Scenario #2 for Services

Scenario 2: Create transactions using confidential vendor and item for services

Create Vendor * Create Vendor Alias

Create Requisition « Generic Requester
« Generic line description
» Enter confidential info in confidential tabs

Approve Requisition Requester to insert ad hoc confidential approvers

« Use alias Vendor, generic item description
Attach info in confidential tabs

Buyer to insert ad hoc confidential approvers

m Buyer prints out confidential tab/attachment contents and attaches to PO
with alias vendor and generic line description

* May designate specific receivers of confidential items/services; Buyer can
use Attention To field to specify who is receiving

© NA

« Create voucher with alias vendor and generic line items

«  Voucher approval need confidential tab access for voucher and PO

Create Payment * Produced with actual name (alternate payment name)

FISCaI\

One state. One system.




Scenario #2 — Create Requisition

5. Appendix

Requisition Page

Faworites - | Main Menu -, eProcurement -, Manage Redquisitions

Edit Requisition
% 1.Define Requisition Ek 2 Addtems and Services 3. Review and Submit

Review the details of your requisition, make any necessary changes, and submit it for approval.

Hussness: tol; 3830 Env Health Hazard AssessMENT *Currency: UsD

Requester: |Z_DEF'T_F 0 _REQUESTER Department PO Requester Priority: m
Requisition Name: |Spgcdal ng::gs

*Acquisition Type: INON-IT Services @ Acquisition Sub-Type: | Q
=Acquisition Method: |Fair and Reasonable &) Acquisition Sub-Method:| Q

™1 @ Professional Senvices 1.0000 Each 4500.00000 4500.00 22
[~ Select Al / Deselect Al Total Amount: 450000 USD
Pre-Encumbrance Balance: 0.000 ysp
Ll AddtoFavorites B, Addio Template(s) Modify Line / Shipping / Accounting [ Delete
Bl ———
[ Send to Vendor [ Show at Receipt [ Shown at Voucher ™ Approval Justification kAl
(6 CheckBudget [ I Fre-ghieck-Budget | Budget Checking Status:Valid
i echBudge Bt fireSliecBudael g ng Status Valid I Confidential I
-|__-‘u. Save &submit .H Save & preview approvals X Cancel Changes Find more items




5. Appendix

Scenario #2 — Complete Requisition Confidential Page

Requisition Confidential Page

Confidential 1: | Confidential 2: |

Confidential Notes:
| Vendor: Dr. John Bertha, #4 ] St. Sacramento, CA 95815

Page will be limited to

Requester: Rene Davis, Admin Division the confidential users.

Line 1: Expert Witness, MD. — Experienced in Infectious
disease issues and epidemiology. Areas of expertise
infections of all medical specialties, infection control,
HIV/AIDS, Hepatitis, food poisoning, independent medical
evaluations, and medical malpractice in infectious diseases.

I Confidential Attachments

SOarrtian AftacPeed Fille Aftach CHeers

"] Case File File 1023.pdf ARsch - Opes LIHE

One state. One system.




5. Appendix

Scenario #2 — Create Purchase Order

Purchase Order Information Page

Purchase Order

Business Unit: 3920 PO Status: Dispaiched A *
PO ID: 0000000409 Budget Status: Valid }" B
Copy From: | 'l I Hold From Further Processing
= Header
= 1 Doc Tol Status: i
*PO Date: D2/1412014 Bl Vendor Search 9 Valid
*Wendor: DOJPRIVATEDDA Vendor Details *Acquisition Type: NON-IT SemceQ Acquisition Sub Type: C{
*Vendor ID: 0000000160 DO Private *Acquisition Method: Fairand Reas(Q,  acquisition Sub-Method: Q
*Buyer: 7 DEFT_FO_BUYEl  Department Buyer DGS Billing Code: 7856
PO Reference: | Backorder Status: Mot P S
Backorderad
Header Details Activity Summary I Confidential I Receipt Status: Received
PO Defaults Document Status *Dispatch Method: | Print - | Topa
Requisitions Add Comments
PO Activities Add ShipToe Comments Amount Summary
SB/DVBE Coniracti
N Merchandise: 450000 g
FreightTax/Misc.: poo | Calculate |
Total Amount: 450000 USD
Encumbrance 450000 ysp
Balance:
Add ltems From Select Lines To Display
Purchasing Kit Catalog ltem Search Line: '@‘ Te: '0‘ | Retrieve i
Lines Personalize | Find |View Al [ | B pirst B 1 071 B a5t

Defails || Ship To/Due Date | Stause | rFa | contract || Receiing | [

5 B : Merchandise
Line ltem PO Gty LOom Category Price ety Status
Professional Senices & 10000EA 60104000 @, [450000000 | | 450000 Approved 2 [0 =

Cal

One state. One system.



5. Appendix

Scenario #2 — Complete PO Confidential Page

Purchase Order Confidential Page

Confidential 1: | Confidential 2: |

Confidential Notes:
| Vendor: Dr. John Bertha, #4 ] St. Sacramento, CA 95815

Page will be limited to
Buyer : Roger Wall, Admin Division the confidential users.

Line 1: Expert Witness, MD. — Experienced in Infectious
disease issues and epidemiology. Areas of expertise
infections of all medical specialties, infection control,
HIV/AIDS, Hepatitis, food poisoning, independent medical
evaluations, and medical malpractice in infectious diseases.

Confidential Attachments

SOt Aftae P Fille [ T Oy

" Case File File 1023.pdf Amach. Cpes = =

FI5Cal\

One state. One system.




5. Appendix

Scenario #2 — PO Dispatch Package

Purchase Order Printout + Confidential Page Screenshot

Purchase Order Page: 1 of 1
Env'l Health Hazard AssessMENT Dispatched Draft Print
1001 | Street T T o
urchase Order @ evision
&g@gx St 3980-0000000402 2014-02-14
Payment Terms Freight Terms Ship Via
33.51"‘:1"1;{:[" e Net 45 FOB-DESTIN COMMON
o i Buyer Phone Currency
Depariment Buyer usD
Vendor: 0000000160 ShipTo: 10011 Street Attention: See Detail Below Bill To: 1001 | Street
DOJ Private P.O. Box 4010 P.0. Box 4010
MS-198 Bill Code: 7856 Ms-198
4321 address test
Sacramento CA Sacramento CA 95814
aaq{:dmgat?e?A 95815 e
" United States

Purchase Order Confidential Page
Certification#: Begin Date: Expiration: DVBE Begin Date: H |

Tax Exempt? N Tax Exempt ID:
Line- Item/Description Mfg 1D Quantity UOM PO Price Extendd 5 - S -
seh Confidential 1: | Confidential 2: |
I % professional services 1.00 EA 4,500.00 4.9
Attention: Depariment 1 Confidential Notes:
Total 4.9 2
Item Total _ &9 Vendor: Dr. John Bertha, #4 1 5t. Sacramento, CA 85815
Total PO Amount 4,9

Buyer : Roger Wall, Admin Division

Line 1: Bxpert Witness, MD. — Experienced in Infectious
disease issues and epidemiology. Areas of expertise
infections of all medical specialties, infection contral,
HIV/AIDS, Hepatitis, food poisoning, independent medical
evaluations, and medical malpractice in infectious diseases.

Cal’

One state. One system.




Scenario #2 — Create Receipt

5. Appendix

Manage Receipt

Maintain Receipts
Receiving
Business Unit; 3980 Receipt Status: FullyRecaived 3¢
Receipt D: 0000000070 Add Header Comments Activities
Header Details Document Status
I Header
Select Purchase Order !._C_lQEQS.F.‘?IT_‘E‘.'.I_JTTE?S_.! |_Pr|ntDeIw§r}r_Rep_oﬂ_| RN EWRECepASEE]
Receipt Lines Perzonalize | Find | View Al [@ | il First B 1 71 M st
Receipt Lines | More Details | Links and Stalus | lem/MigData | Opfionalnput | Source Information |
Line ltem Description Receipt (ty Receipt Price  Accept Gty Status Category (S::ID:S Serial [ﬁ?:: Device Track
1 B I Professional Senices 1.DIDD f2) i45[_1_[1.[_][_J_[J{J_[]_'. 1.0000 Received 60104000 E r [T Device Track ) 4
[ Interface Receipt I™ Run Close Short Interface Asset Information
B Save | & RetumtoSearch | 48 PreviousinList | 4B Nestinlist | [=] Notify | & Refresh B Add |J] {Ipdaieneplay

FISCal

One state. One system.




5. Appendix

Scenario #2 — Create Voucher

Voucher Information Page

| summary Related Documents Invoice Information || Payments Voucher Afiributes || Error Summary |
Business Unit: 3930 Invoice No: I”';""['r-'Z
Voucher ID: 00000165 Invoice Date: 021172014
Voucher Style: Regular Voucher Accounting Date: Eb.z‘rl.?"zm‘?‘ e I™ Tax Exempt
Vendor ID: Jooacoo0160 DOJ Private Session Defaults
ShortName: [DOJPRIVATE-0O1 4321 address test
it Jranin sacramento, CA 95815 Aachment ()

i : B Comments(0)
Address: Approval History
Advanced Vendor Search
Invoice Lines: — hayTemme: B |nNET45 Net 45

Invoice Lines Find | view Al First B 1 071 B L ast

=

Line: 1 item: [ UOM: |E,--

*Distribute by: [ Amount - Unit Price: [4 500.00000 Quantity: [10000 K Asmoinlt only
Ship To: I'!'*:'G'_-'[:'L'[:'DDE Line Amount: I 4.500.00
SpeedChart: | Description: |Professional Services

I_ et
m R

[ Calculate | Purchase Order & Receiver Info

Associate Receiver(s)

Sales/Use Tax ]
= Distribution Lines B _ Personalize | Find | View All [@ | i First B 1 o1 Last

GL Chart Exchange Rate Stafistics Assets [F=2k
I;:::?\ Line Merchandise Amt Quantity *GL Unit Reference Fund ENY Account Alt Acct I
= r i aswoo0 | dooso 3980 | oot |a 28 | 2013 o ecoos o [ssccoosooia, |
‘] | o T

FlISCal N, T,

One state. One system.




5. Appendix

Scenario #2 — Complete Voucher Confidential Page

Voucher Attachment Confidential Page

Confidential Information

Confidential 1: |

Confidential 2: |

Confidential Notes:
| Comments provided by the AP Processor if needed.

Page will be limited to
the confidential users.

I Confidential Attachments

Dby e ity

AnrsePriad Fille

*|  Ford Law Enforcement Models Options FORDINVOICE.pdf

-5Cal '\

One state. One system.




Scenario #2 — Create Payment

5. Appendix

Payment Information Page and Check Example

FISCal\

One state. One system.

gum mary Selétéd Eﬁoc:umenis Il invc:-ﬁ-ceulnf.c:rm afion . Payments . ‘g"&:ucﬁer Attrii:utes Errof Summary -
Business Unit: 3930 Invoice No: [invno2
Voucher ID: 00000165 Invoice Date: fo2/1772014
Voucher Style: Regular Voucher
Total Amouni: 4 500.00
Vendor Name: Ford Motor Company *Pay Terms: NET43 MNet 45 Schieddle Fayments
*Cash Type [Ofice Revolving Fund Check  [Rd|
Payment Information Find | View All First B 1.0f1 B | a5t
=
Payment: 1
i [noooooo160 = Gross Amount: | 4500000 ygp Payment Inquiry
Location: |r-.-1!-.1.'n Discount: I 000 pysp ™ Discount Denied
*Address: |1 Late Charge
DQd Private Scheduled Due: |pam3rzoia Express Payment
4321 address test Net Due: ||_'. 4032014 F'EI@ ent Comments (0}
sacramento, CA 95815 HolidawCurrency
Discount Due: I
Accounting Date: Jo2r172014
Issue Date 2172014 Pay Amount =*=532,.500.00===
Pay **EFTHIRTY-TWO THOUSAND FIVE HUNDEED AND 3530100 DOLLAR *=%=
The payment will populate
E:&l;htﬂf Ford Motor Company p y p p
g 4321 address test the Vendor Alternate name
sacramento CA 95815 =
listed on the Vendor Record.




5. Appendix

Scenario #3 for Single Payment Processing

Scenario 3: Create Confidential Vendor Single Pay Voucher

- Create Single Pay Vendor

© NA

* NA

© NA

© NA

Dispatch A

© NA

© NA

» Create single pay voucher and add payee information
« Voucher approver will need confidential tab access for voucher approval
* Produced with actual name (alternate payment name)

FISCal\

One state. One system.




5. Appendix

Scenario #3 — Create Single Pay Voucher

Voucher Information Page

Single Payment Voucher - Used for entering a voucher for a vendor without
having to record the vendor information in the Vendor table.

Summary Related Documents Invoice Information Payments _. Voucher Affribuies Single Payment Vendor Error Summary

Business Unit: 0820 Invoice No: [invoos
Voucher ID: 00000355 Invoice Date: |02117:2014 _
Voucher Style; Single Payment Voucher Accounting Date: 21712014 B [ Tax Exempt
Vendor ID: |ooononooze DOJ Single Payment Vendor Session Defaulis
: DOJSGLP-001
SHgeame: II Attachments (0)
Location: I
- i Comments(0)
E TeSS: !
Approval History

I *0ay 1ETMS: = NET45

Invoice Lines: 10000 b | Netd5
ST Basis Date Type: iser Date

*Currency: | UsD b .

) | 'ﬂ Mon Merchandise Summary ; Print Invoice
et e us: b Sales/Use Tax Summary ' ———
Freight: [ =
Sales Tax: | 800 &

Use Tax: 000 =@

Total: | 108.00

Difference: 0.00
Calculate |

One state. One system.




5. Appendix

Scenario #3 — Complete Voucher Confidential Page

Voucher Attachment Confidential Page

Confidential Information

Confidential 1: |

Confidential 2: ||

Confidential Notes:
| Comments provided by the AP Processor if needed.

Page will be limited to
the confidential users.

I Confidential Attachments

AnrsePriad Fille

Ford Law Enforcement Models Options FORDINVOICE.pdf

One state. One system.




5. Appendix

Scenario #3 — Create Payment

Single Payment Vendor Information Page

Summary Related Documents Invoice Information .anments Voucher Attributes . Single Payment Vendor E}

Vendor Information
Vendor Bank Vendor Bank Address  Transfer to EFT options

Business Unit: 0320 Voucher ID: 00000355 Payment Method: CHE
Name 1: Jane Doe
Name 2: Confidential Payee 2  ‘Single Payment Vendor’ is used to
Coumity: UsA:  cHnfied Skes record the actual Vendor details.
Address 1: 3000 Silver Creek Rd * You can record the Vendor Contact
Address 2: Details including Name and Vendor
Address 3: Address.

* In future waves the ‘Vendor Bank’
City: San Jose hyperlink will display the Vendor Bank
oy i 0510, details page where you can provide
State: - —— Vendor Bank information. Use the

‘Vendor Bank Address’ page to specify

Email 1D: jane. doe confidential@doj.ca.gov Vendor Bank Address information_

FISCal\

One state. One system.




5. Appendix

Scenario #4 for Vendor w/ Confidential Item

Scenario 4: Create transactions using a Regular Vendor and Confidential Item

Create Vendor * Create using a regular vendor
Create Requisition Generic line description
Enter confidential info in confidential tabs
Requester to insert ad hoc confidential approvers
Use Vendor, generic item description
« Attach info in confidential tabs
Buyer to insert ad hoc confidential approvers
Buyer prints out confidential tab/attachment contents and attaches to PO
with alias vendor and generic line description
May designate specific receivers of confidential items/services; Buyer can
use Attention To field to specify who is receiving
Create Voucher Create voucher with regular vendor and generic line items
Voucher Processes * Voucher approval need confidential tab access for voucher and PO
Create Payment Produced Payment with regular vendor name

Approve Requisition
Create PO

Approve

Receive

FISCal\

One state. One system.




Scenario #4 — Create Purchase Order

5. Appendix

Purchase Order Information Page

Purchase Order
Business Unit; 1980 PO Status: Dispaiched A X
POID: 0000000410 Budget Status:
Copy From: | - I Hold From Further Processing
7 Header
R 1 Doc Tol Status: i
*P0 Date: 0211412014 [ Vendor Search Vald
*Vendor: Vendor Details *Acquisition Type: NON-IT Goods|Q,  acquisition Sub-Type: e
“Vendor ID: 0000000158 Ford Motor Company *Acquisition Method: Formal CompeQ,  Acquisition Sub-Method: Q
*Buyer: Z DEPT_FO BUYE| Department Buyer DGS Billing Code: 7687
. . Mot
PO Reference: | Backorder Status: Create BackOrder
Backordered
Header Details Activity Summary Receipt Status: Received
PO Defaulls Document Status Confidential I *Dispatch Method: Print = Brepath
Requisitions Add Comments
PO Activiies Add ShipTo Comments Amount Summary
SB/DVBE Contractin
g Merchandise: 2900000
FreightTax/Misc.: poo | Calculate
Total Amount: 2900000 USD
Encumbrance 2900000 5
Balance:
Add ttems From Select Lines To Display
Purchasing Kit Catalog ltem Search Firias _Q To: _Qf Retrieve _
Lines Personalize | Find |View Al | & [ B First B 1 011 B Last
Details | Ship To/Due Date || Statuses || {tem Information || Affributes | BFQ | Confract | Receiving
Line ftem Description PO Gty ‘YoM Category Price ”e'd;‘:""gm Status
1 B I Fleet Vehicle I €| 10000 EA 31210000 |Q [29,000.00000 | 900000 Approed 0 [ =]

SCal,

One state. One system.



5. Appendix

Scenario #4 — Complete PO Confidential Page

Purchase Order Confidential Page

Confidential Information

Confidential 1: | Confidential 2: |

Confidential Notes:

Buyer: Rene Davis, Admin Division . .
Page will be limited to
Line 1: Undercover Vehicle, Ford Taurus XLT, Interior

Upgrade Package (Sedan 12P/Utility 65U), Full Wheel the confldentlal users.

Covers (Sedan 64L/Utility 64B), Delete Police Interceptor
Exterior Badging (Sedan 19F/Utility 16D)

I Confidential Attachments

—

pa i S At Prid Fille - ] [ T2 ] Oiiin
*|  Ford Law Enforcement Models Options Ford X1003.pdf Aliach  Dpen = =

-5Cal\

One state. One system.




Scenario #4 — PO Dispatch Package

5. Appendix

Purchase Order Printout + Confidential Page Screenshot

Total PO Amount [

One state. One system.

Purchase Order Page: 1 of 1
Env'l Health Hazard AssessMENT Dispatched Draft Print
1001 | Street T — e
‘urchase Order [il evision
:S?- ng 4010 3080-0000000410 2014-02-14
Payment Terms Freight Terms Ship Via
szaﬁmamsetgtm Ca 35814 Net 45 FOB-DESTIN COMMON
Lz £ Buyer Phone currency
Department Buyer UsD

Vendor: 0000000159 Ship To: 1001 | Street Attention: See Detail Below Bill To: 1001 | Street

Ford Motor Company P.0. Box 4010 P.O. Box 4010

1234 test address M3-19B Bill Code: 7687

Sacramento CA = .
sacramento CA 35615 onats Purchase Order Confidential Page
Ll Sidies United States
— . - ) Confidential Information
Certification#: Begin Date: Expiration: DVBE Begin Date:
Tax Exempt? N Tax Exempt ID: 5 5 ol 3 : 7
Line- Item/Description Mfg 1D Quantity  UOM PO Price Confidential 1: I Confidential 2: |
Sch
Confidential Notes:
T =k Fleat vehicle 1.00 EA 29,000.00
Attention: Deg
Schedule Total Buyer: Rene Davis, Admin Division
Item Total

Line 1: Undercover Vehicle, Ford Taurus LT, Interior
Upgrade Package (Sedan 12P/Utility 65U), Full Wheel
Covers (Sedan 64L/Utility 648), Delete Police Interceptor
Exterior Badging {Sedan 19F/Utility 16D)

dmseha ¥ ide

Ford Law Enforcement Modsls Options Ford %1003.pdf




Scenario #4 — Create Receipt

5. Appendix

Manage Receipt Page

Maintain Receipts
Receiving
Business Unit; 3080 Receipt Staus: FullyReceived ¢
Receipt ID: 0000000 Add Header Comments Acfivifies
Header Details Document Status
[ Header
Selact Purchase Order | Close ShortAllLines | | Frint Delivery Report | UL e e AL
Receipt Lines Personalize | Find Iﬁ.ﬂewmlﬁlﬁ First B 1 071 [ Lagt
Receipt Lines | bore Defais | Links and Status | Hem /Mig Data | Opfional Input || Source Information |
z s z *Recy A Accept Close : Device Stock  Device
Line ftem Description Receipt Oty oM Receipt Price wsmm Category Short Serial Track  UOM Track
1 B Fleet Vehic ”1_.1[;[1 B o omomm  towResws o T [ T B Q T X
™ Interface Receipt ™ Run Close Short Interface Asset Information
B Sae || & RetumioSearch | 12 Frevousinlisl |YE NetinList | ] Nofiy | @) Refiash | (Ev Add | 2 UndateDisplay

’:

SCal '\

One state. One system.




5. Appendix

Scenario #4 — Create Voucher

Voucher Information Page

) ) B B _ | New Window | Help | Pers
Summary | Related Documents Invoice Information Payments || Voucher Affributes Error Summary |
Business Unit: 3630 Invoice No: II[~£'-,-'IZ|L|A
Voucher 10: 00000166 Invoice Date: _iﬂ'l"ﬁ"rlf' 14 |
Voucher Style: Regular Voucher Accounting Date: |D21177/2014 Bl [ Tax Exempt
Vendor 1D: Im" Lot ELE Ford Motor Company Session Defaults
: FORDMC-001 1234 test address
ShortName: I e e P
Location: |r-_Hr,- sacramento,
A | i Comments{0}
ress: |
Approval History
Advanced Vendor Search
Invoice Lines: 26000.00 Pay Terms: B [nET4s Net 45
: Basis Date Type: User Date
*Currency: | uso e i m
B &
Miscellaneous: | ﬂ :
. MNon Merchandise Summary | SRt iees
Freight: | =
Sales/Use Tax Summary
Sales Tax: | ﬂ
Use Tax: 0.00 o]
Totak: | 20.000.00 Copy From Source Document
PO Unit: |
Difference: 0.00
. PO Number: | apyER

-SCal

One state. One system.




5. Appendix

Scenario #4 — Complete Voucher Confidential Page

Voucher Attachment Confidential Page

Confidential Information

Confidential 1: |

Confidential 2: |

Confidential Notes:
| Comments provided by the AP Processor if needed.

Page will be limited to
the confidential users.

I Confidential Attachments

Dby e ity

AnrsePriad Fille

*|  Ford Law Enforcement Models Options FORDINVOICE.pdf

-I5Cal

One state. One system.




